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AiSP Events and Updates

AiSP x wizlynx group x KnowBe4 — The Human Factor: Your Strongest Defence Against Next-Gen Cyber Threats
14 November 2024
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Strongest Defence Against
Next-Gen Cyber Threats

Gartner reports that 93% of organisations are using or considering Generative Al (GenAl) at work.
While beneficial, this technology also presents new cybersecurity challenges.

Cyber adversaries are using GenAl to create sophisticated social engineering attacks, including
convincing phishing emails and deepfakes. Verizon's 2023 Data Breach Investigations Report
reveals that 74% of data breaches stem from social engineering and human error.

To combat these next-generation threats, organisations must build a strong security culture. This
involves implementing robust technical defences and empowering employees to be the first line of
defence against cyber-attacks.

On 14 November, join wizlynx group and KnowBe4 to learn how you can cultivate a resilient
security culture in your organisation. Learn strategies to educate and empower your workforce,
enabling them to make smarter security decisions and protect your organisation from evolving

cyber threats.

Date: 14 November 2024, Thursday
Time: 2.30PM — 6PM
Venue: JustCo @ Marina Square

Register here



https://forms.office.com/r/16f7kvfRpU

AiSP Events and Updates

SHE Supports Friendship Circles: Ladies in Cybersecurity
7 December 2024
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AiSP Ladies in Cyber is excited to present SHE Supports
Friendship Circles: Ladies in Cybersecurity, in partnership with
NTUC U Women and Family (U WAF) and SG Her Empowerment
(SHE)!

This informal session aims to foster a supportive community for
female students and professionals at all stages of their
cybersecurity careers. Participants will have the opportunity to
connect, share experiences, and receive guidance from women
mentors and industry leaders on topics such as balancing career
and personal life, navigating career transitions, and overcoming
challenges.

Join us to be empowered to thrive and lead in the cybersecurity
industry!

Register here

BOK book

NEWLY LAUNCHED!

IS-BOK 2.0

INFORMATION SECU&ITY
i Ve,

- % &
FTRoDY GF KNoWLEDGE

\.

Price: $87.20 (inclu GST)
Scan the qr code for payment! =
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Get our newly launched Information Security Body of
Knowledge (BOK) Physical Book at $87.20 (after GST).

While stocks last!

Please scan the QR Code in the poster to make the payment
of $87.20 (inclusive of GST) and email secretariat@aisp.sqg
with your screenshot receipt and we will follow up with the
collection details for the BOK book.

Limited stocks available.
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NOH4TS — Introduction to Malware
Analysis

7 November 2024
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Join us for an exclusive session with Lena
Yu, aka LambdaMamba, founder of
DEFCON'’s Malware Village and World
Cyber Health. Lena will share her journey
and unique insights into the captivating
world of malware analysis.

What to Expect:
- Deep dive into malware analysis
fundamentals
- Real career insights and growth
opportunities
- Invaluable "lessons learned" from the field
- Interactive Q&A session

€ About Lena:
- Creator of MARC | (Malware Analysis

Report Competition) at DEF CON

- Founder of the Malware Monsters project

- ANY.RUN Malware Analysis blog author
- Former RISC-V TEE researcher
- Published academic in computer

architecture

Register here

Digital for Life Festival 2024
9 - 10 November 2024

DIGITAL %%,
FOR LIFE g

PLAY IT FORWARD

Join us for a fun-filled experience and |
with digital!

26 5 27 Oct 283 Nov 9810 Now

9.300m - 4:30pm 9:30am - 4:30pm  10:00am - 10:00pm
Ksat Hong Community Cut  Heartbeat®Bodek  Vivecity Central Court

learn more

Get ready for the digital future together. There
is something for everyone to learn — From
essential skills and digital tools to the use of
Gen Al to make our lives easier. Participate in
games and workshops as a family, while
parents pick up tips on guiding children to be
safe and savvy in navigating the digital space.

Discover an interactive playground
showcasing how digital technology can help
us better live, work and play as we get more

connected. Keep up with the latest digital
trends and get the opportunity to immerse in
emerging technology including AR, VR and
Al

Be inspired by individuals and organisations
who drive community-led projects that
promote digital inclusivity and learn more
about how they made an impact for
beneficiaries. Play it Forward by volunteering,
starting a Digital for Life project or donating to
the movement.

Register here

Cybersecurity Innovation Day
11 November 2024

CYBERSECURITY
INNOVATION DAY 2024

11 November 2024
2.00pm - 4.00pm

Pan Pacific Hotel Singapore
Pacific Ballroom, Level 1

Q

REGISTER NOW:

/berinnoday2024

We are thrilled to invite you to the
Cybersecurity Innovation Day 2024, a
premier event dedicated to showcasing
groundbreaking cybersecurity initiatives and
fostering collaboration among key
stakeholders in the cybersecurity
ecosystem.

Don’t miss out on this opportunity to be part
of the future of cybersecurity!

Register here



https://forms.gle/MFATJPKEgeaGJwxA6
https://go.gov.sg/digitalforlifefestival2024
https://go.gov.sg/cyberinnoday2024

CISO New Zealand
19 - 20 November 2024

SCIC - Cybersecurity in the Chemical | DigiTech ASEAN Thailand & Al Connect
Industry 2024
20 November 2024 20 - 22 November
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C I S O Date: 20 November 2024, Wednesday

Time: 9am to 11am

NeW Zealand ) Venue: Singapore Expo

D Re Al

20-22 NOVEMBER 2024

Registration Fees: SGD 87.20 nett

’ Connectir

For interested members, please register online via www.scic.sg

"Strengthening cybersecurity to protect the chemical industry’s critical assets."

CISO New Zealand 2024 is a premier

- g icsontr oS Join over 500 leading brands to position
cybersecurity event for senior InfoSec ScIC ¥ your company at the forefront of the tech
decision-makers. It offers networking RGO M and digital industry, reaching out to over

opportunities, in-depth strategy discussions,

10,000 trade buyers and attendees!
and interactive sessions with 40+ speakers.

The two-day conference covers topics such
as mitigation, response, recovery, GRC,
and cross-functional collaboration, aiming to

The Singapore Chemical Industry Council

(SCIC) is hosting a half-day "Cybersecurity | Exhibit at DigiTech ASEAN Thailand 2024 -

in the Chemical Industry” seminar on 20 Connecting you with the global digital and
November 2024. Featuring insights from the

tech community — Hall 5-6, IMPACT
put security at the centre of business Cyber Security Agency of Singapore (CSA), Exhibition and Convention Centre,
strategy. the seminar will explore frameworks and Bangkok, Thailand from 20th to 22nd
guidelines to protect critical infrastructure November 2024!

We're thrilled to invite you to CISO New
Zealand! This event promises to enhance digital age. Book Your Booth Now!
your cybersecurity strategies and keep you At https://digitechasean.com/book-your-
ahead in the evolving world of InfoSec. stand/
Join leading decision-makers and industry

influencers from top organisations as we
explore key topics such as cybersecurity Register here
intelligence, risk management, incident
response, and the secure integration of Al.
Don’t miss this opportunity to strengthen
your security practices and connect with the
best in the field. Register using the discount
code CISOPAR500 to receive $500 off the
standard rate!

and ensure operational continuity in the

Register here

Register here



https://bit.ly/47a4FGG
https://scic.sg/index.php/en/component/rseventspro/event/443-scic---cybersecurity-in-the-chemical-industry?Itemid=220
https://digitechasean.com/book-your-stand/
https://digitechasean.com/book-your-stand/
https://digitechasean.com/visitor-registration/

CDIC Conference 2024 Bangkok CTF - NOHATS Cyber League 2.0 Cybersec Asia x Thailand International
27 - 28 November 2024 11 January — 7 March 2025 Cyber Week 2025
22 - 23 January 2025

THE LARGEST CYBERSECURITY CONFERENCE IN THALAND
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Future-Proofing Governance Realm | ADYBEH LEAGUE
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ALL PLAVOFE WINNERS WILL RECEIVE @ !',Tl: L5 @
FREE TICKETS TO STANDCON 20251 ﬁ}_‘
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1st SGD 700 3 .;:l

2nd S5GD 600

3rd SGD 400

4th-10th SGD 100

CYBERSE
ASIA

CYBERSEC ASIA | SHIELD YOUR CORE
22 - 23 January 2025

SNCC., Bangkok. Thailand

Mann {-560300 Join “Cybersec Asia x Thailand
Cyber Defense Initiative Conference a3 o) : International Cyber Week 2025 (powered
(CDIC) is one of the largest Cybersecurity > by NCSA)” in Bangkok, Thailand. Network
and Information Security Conference in |  [RLLUELHILE B i with 5,000+ visitors, 140+ exhibitors and

100+ speakers to lead cybersecurity.

several noted private and public sectors. Explore trends and government initiatives,

Year after year, CDIC stands at the front

Thailand and Southeast Asia, supported by PRIZES

ins that has b ul - securing your place in the global industry
ine that has been successfully providing a . forefront.
platform for IT & Cybersecurity technology, Cybefr Lgatgue IS b%Ck for S_eas?]n ”2'0! Gear
Digital transformation trends updating with ﬁgrgeogo'&eggocg :r:zecllértlgl Ca?tigingiiz’n Register here
resiliency business community and Studentps and ,rofesgionalspalike Fz;re .

networking, security affairs, sales and . P N

marketing in the information security invited to compete, shOV\_/qase t_he|r 'Sk'"S’
industry in Thailand for the consecutive 22 and take home exciting prizes!

years.

Key Dates and Format:

It is our great pleasure to invite your _ Major:
company to sponsor CDIC 2024. The event| 11 Jan 2025 | Jeopardy (24 Hrs)
will be held on 27 — 28 November 2024 at | = Prizes: 3 x CyberArk Training Vouchers

Grand Hall, BITEC Bangkok, Thailand + Cash Prizes ($500, $200, $100)
Sponsoring CDIC 2024 will provide you
with the opportunity to build your worth cost Playoff (Onsite):
effective business network. It will give you 7% 8 Feb 2025 | Super Jeopardy

the mechanism to increase your ROI = Prizes: 3 x STANDCON2025 Tickets +
through our providing benefits Cash Prizes ($700, $600, $400)

Contact AiSP secretariat at

Grand Finals (Onsite):
secretariat@aisp.sq

% 7 Mar 2025 | Head-to-Head
= Prizes: Cash Prizes ($3000 & $1000)

Register here



mailto:secretariat@aisp.sg
https://ctfd.cyberleague.co/register
https://cybersec-asia.net/register/

The Advisory Mentorship
Programme 2024 —
Mentorship Partner

THE ADVISORY

O
MENTORSHIP

/E‘? PROGRAMME

1S BACK FOR ANOTHER YEAR

Mentor with us and
make a difference.
uid transform a

Just o few hours coy young parsan’s ife

ONE HOUR A MONTH
JUNE TO SEPTEMBER 2024

Join us as @ mentor:

It is important for youths to be
exposed early to the
cybersecurity ecosystem and
receive proper guidance and
support. As an independent
cybersecurity association in
Singapore, AiSP has been
engaging youths for our
initiatives and conducting
mentorship programs to educate
youths on cybersecurity.
Together with Advisory, AiSP is
committed to impart skills and
knowledge to youths and create
a safe cyberspace to form a
strong and vibrant cybersecurity
ecosystem.

Join here

Get a Free Trial Today!
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Hop onto a Free Trial Today!

7+ Billion Files. Zero Breaches.
500 how Positive Selection® makes it possible

uey  AISEP

See how Votiro stops threats
before they ever reach your
endpoint!

With a free 30-day trial, you'll
strengthen your security posture
and experience first-hand how
Votiro intelligently detects,
disarms, and delivers safe
content via email, web browser,
web upload, data lakes,
collaboration tools, and more —
while also delivering valuable
analytics on the incoming data.

Register here and get to redeem
a Travel Essential

Hop on to a Demo.

v

VOTIRC

Securing Files
Everywhere

Schedule a Demo today with
Votiro!

Get a personalized demo of new
real-time data security solutions
and learn how you can
accelerate cybersecurity
strategies and maintain an
always-safe and -compliant
posture.

Votiro’s defense-in-depth
solution provides organizations
with proactive threat prevention,

real-time privacy and
compliance, and actionable data
insights — at scale via an open-
API. Votiro proactively
eliminates file-borne threats
targeting email environments,
collaboration platforms, data
lakes, supply chains, web
downloads, B2C digital
interactions, and more. Connect
with us anytime to explores how
Votiro has sanitized more than 7
billion files in its mission to
protect customer data and
content.

Register here and get to redeem
an Essential Gadget from us

Hop on a coffee chat with
Votiro Team!

VOTIRG

Lets Chat!

Voti

Votiro — The only one delivers
true Zero Trust Content Security
+ Data Detection & Response in

one platform.

Our unified data security
solution provides organizations
around the globe with real-time

privacy masking, data
compliance, proactive file-borne
threat prevention, and
actionable data insights. The
seamless, open-API proactively
prevents risks to private data in-
motion by detecting and
masking information while
disarming known and unknown
cyber threats before they reach
user endpoints. Votiro is
headquartered in Austin, TX,
with offices in Australia, Israel,
and Singapore. Votiro is SOC 2
Type Il compliant.

Register here and get to receive
a Premium Welcome Pack from
us.



https://advisory.sg/working-professionals/
https://votiro.com/free-trial/?utm_source=aisp&utm_medium=partner
https://votiro.com/book-a-demo/?utm_source=aisp&utm_medium=partner
https://votiro.com/company/contact/?utm_source=aisp&utm_medium=partner

AiISP Courses to help advance in your Career & Knowledge

Qualified Information Security Professional Course
(QISP) E-Learning

QISP Exam
Preparatory

E-Learning
Course

Vs Governance and
%
)
U4 :

~ :
% @ Physical Security and
Business Continuit)
- Y
Prepare for QISP :
Exam via E-Learning Security Architocture
;4 and Engineerin
Anytime, Anywhere! R
Our e-learning program is perfect for those who .
want to prepare for the QISP Exam based on 2 = i d
Seied] (e peration an
ASP IS-BOK domains. With access for 12 Infrastructure Security
months, you can study at your own pace on our

Software Security
beautifully designed and responsive e-learning
platform.

. Softw:
Grab the exclusive
launch offer at :

SGD 499 nett!

.
429 nett Cyber
Defense

Cyber Security 2 - e i
Compet enquir .com | www. .com

Prepare for the Qualified Information Security Professional (QISP) examination

with our newly developed e-learning course, launched on 1 March 2024!

Our highly responsive e-learning platform will allow you to learn anytime, anywhere with modular courses, interactive learning
and quizzes. Complete the course in a month or up to 12 months! Enjoy lean-forward learning moments with our QISP/QISA
preparatory e-learning course. Receive a certificate of completion upon completion of the e-learning course. Fees do not

include QISP examination voucher. Register your interest here!



https://forms.gle/T9eJn74MHh3TMqkf7

Advertisement

New versions launched!

EC-Council

Building A Culture Of Security Building A Culture OF Security

FORENSIC INVESTIGATOR V11

Build Ultimate Investigative Skills And
Organizational Forensic Readiness With
Advanced Strategie:

Master Skills of Forensic
Decode - Compile  Def

MASTER PREDICTIVE

TRAIN FOR NEXT GENERATION FOR
NETWORK SECURITY PROACTIVE DEFENSE

® Protect @ Detect @ Respond @ Predict Plon Collect Analyze

The question is not if, but when a cyber incident will occur?

EC-Council's Certified Incident Handler (ECIH) program equips students with the knowledge, skills, and abilities to effectively
prepare for, deal with, and eradicate threats and threat actors in an incident.

The newly launched Version 3 of this program provides the entire process of Incident Handling and Response and hands-

on labs that teach the tactical procedures and techniques required to effectively Plan, Record, Triage, Notify and
Contain.

ECIH also covers post incident activities such as Containment, Eradication, Evidence Gathering and Forensic Analysis,
leading to prosecution or countermeasures to ensure the incident is not repeated.

With over 95 labs, 800 tools covered, and exposure to Incident Handling activities on four different operating systems,
ECIH provides a well-rounded, but tactical approach to planning for and dealing with cyber incidents.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!

Click here for our Contributed Contents from our partners Click
here for the job postings available for a cybersecurity career
Click here to view the SME Cyber Safe Portal

Click here to view AiSP Cyber Wellness Portal

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594 Please click here to

unsubscribe if you do not wish to receive emails from AiSP.
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